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' asmsted living. prov1ders

electronic:or paperiecord systems that suit th S4is: s thete is a written policy.
describing how state:and federal regulatlons ) i sipuid elmes below are meant to
assist providers in maintajni appli administrative. code, prov.tsmns, but
are not all-inclusive. Pif ar 1 igdo further research to ensure compliance with

state and federal regl

When a tin - ; eCOT {slich as medical tecords,_pEfsonnel records, reSideliﬁ-reeords,
training is réquited by the applicable administrative code provisions,
provide ; ' B :

ecive measures to foster data mtegnty,
Record reconstfuction and back up of data (in case of system failure);

. Safeguards to prevent unauthorized access; and . ...

Accessibility to: authorlzed Bureau of Ass1sted Living (BAL) representatlves
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For all electronic records a551sted living prov1ders must maintain system 1ntegnty and prevent
breaches of confidentiality. In an effort to meet these requirements, providers should use the

following -guidelines:
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e Identify all personnel who have authorized kaé,cess to the facility records and to what
extent they have access. '

° Use a secure and unique IDﬂnumbé'r, code, password, and/or fingerprint/voice activation
"' “ode to identify each authorized user. The identifiers should be complex enough and
confidential so that they are known only to the user.
o Establisha If)r‘ocwéss' for verifying the accuracy of all information entered in the record,
including dictation and scanned documents. i,

i
e Identify thepersons responsible for the verification of infort
statement-of thejir responsibilities in a signed Au,t;hpr'

e Incorporate a system to “flag” records with blapk:
questionable data before records are authentighl

0lized ghit

L hcalth records (EHRs),
identify all personnel by type (medicaliallig f# etc.) who have authorized
- racéessto,modify anfifilifhenticate recordgs” it - |
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thdicating the users® gldctronic signature can -

itti€y have authored.System'manageérs miust
Hisrization’at any time, 0 00 19

° Retamezsigga
only be'applied
i have the abili

e
PR

hibit changes to a record after beingi‘aﬁﬂlentic'ated by
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o For "'f;q- signatures are assigned at the time of transcription,
‘&stabliSh divay to verily the record is accurate and that the appropriate signature is.

“assighéd before it is gonsidered complete. Normally, electronic signatures are not - -
{ithor has reviewed and approved the transcription. '-

e Electronic healthcare records are subject to the Health Insurance and Portability Act of
1996 (HIPAA) security and privacy rules found in 45 CFR Parts 160 and 164. Educate .
personnel on HIPAA security and privacy rules and develop a system consistent with
HIPAA requirements. :

Implementing these guidelines will help providers ensure the integrity of their electroni¢ records

systems, but providers should regularly assess the systemn in place, continually updaté atid -
educate staff, create checks and balances, and enforce penalties consistently if warranted.
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Surveyor Responsibilities

In order for a CBRF or an AFH to be licensed in the state of Wisconsin, it must allow the
Department to “enter and inspect” the facility pursuant to Wis. Stat. § 50.03(2)(c) and (d). ). Per
Wis. Admin. Code DHS § 89.55(1), DHS may conduct periodic inspections of a RCAC. And,
per Wis. Admin. Code DHS § 106.02(9)(e)4., an ADC must permit DHS to inspect its records.
The Bureau of Assisted Living (BAL) surveyor must be able to conduct the inspection process in
a consistent manner in all facilities and must be allowed access to records regardless of whether

establish the process in which the surveyor will have unrestricted at d*timely access to the
records. Although surveyors will make reasonable efforts to avoiighe printing of entire records,
printed copies may be required during an onsite survey, investifatiort;; follow-up visit.

The surveyor is not responsible for determining compliaz bek it HIPAA pi
rules, the legalities of disclosure requirements or busi éss associate agreemern
of staff on the electronic record system. Instead, thé eyor Wwill focus on ho
system is being used in the facility, effectively of imptoperly, i
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: uitements for
51 scréen containing confidential

information may constitute a violation of a resident’s right {0 privacy and confidentiality.

Goal

The goal in implementing these guidelines a the yble of surveyors is to keep
private information secure but:available to authprized individial , and prevent sanctions for
violations of state and fed®i®
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